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THE PROBLEM




DOWNTIME AND
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Data Breaches by data sensitivity

EMAIL PERSONAL CREDIT CARDS, HEALTH & FULL/
ADDRESSES DETAILS, BANKING ETC PERSONAL SENSITIVE
ETC PASSWORDS DATA DETAILS
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Ransomware Attacks

PRE 2016
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https:/ /informationisbeautiful.net /visualizations/ransomware-attacks/




May 2020- Magellan Health

“Logins, personal information
and tax info were all
exfiltrated ahead of the
ransomware attack, thanks to
a phishing email.” and “names,
addresses and employee ID
numbers. Some W-2 or 1099
details such as Social Security
numbers or Taxpayer ID
numbers” of employees

UHS
Universal Health Services

What’s the problem?

Ransomware Attacks in Healthcare

May 2020- Fresenius

ExecuPharm
one of the world's largest suppliers
afrgseamh services fo phg'?nba
Companies
Since the outbreak of COVID-1g,
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IMPACT

contact intormation. Intusion Centers: blood transftusions, emorherapy rrearments



CONSIDERATIONS RELATED TO
MEDICAL RECORDS

®* EMR “Triggers” and screening triggers
® Ability to audit medical record accesses

® Security of medical record (paper versus

computer)

® Incomplete documentation



CONSIDERATIONS RELATED TO DOWNTIME

QDo you have redundant systems for

information?

®* What is available to use if a specific system is down?
® Where else can information be obtained?
® Who knows this is available?

® Are the steps to this back-up process in a procedure,

policy or standard work?

®* Who has access to the systems?

® |s there a master list of all systems or programs used?

Which ones are critical to operations in different areas?

www.giphy.com



CONSIDERATIONS RELATED TO DOWNTIME

(dWhat downtime documentation processes are in place?

®* Has each department established a downtime
process that is well documented in a policy,
procedure or standard work?

® Are there competencies related to downtime
documentation? How often are these reviewed?
Only at orientation?

® Are the forms available current and accurate?
Often downtime documents are not updated as
EMRs are updated.

® What usual and customary documentation is
currently occurring in each department? Does each
department have the same documentation
available for downtime as is available in the
electronic system?

®* How are the documents obtained? What if your

www.giphy.com

network is down?
® Consider Colleague turnover.

® Do the Colleagues KNOW how to document in a
standardized way?



CONSIDERATIONS RELATED TO DOWNTIME

d Communication

www.giphy.com

What does the communication tree look like?

Who are the stakeholders?

How does information get to end users?

How are issues communicated to leadership during downtime?

Who is the “captain of the ship” when downtime occurs? Is

Incident Command utilized? Who is making decisions?

Methods of communication (email, phone, secure messaging)



CONSIDERATIONS RELATED TO DOWNTIME

J Recovery Process

ON THE ROAD

TO RECOVERY

Often missing from policies and procedures

What is needed to get back to normal procedures and

processes?
What is the trigger to start the recovery process?

Do the policies and procedures address downtime that occurs

between shifts?

Where are the policies located? What if the network is

down?¢ Can everyone get to the needed resources easily?

What must be entered electronically and what can remain on

paper documentation?



CONSIDERATIONS
RELATED TO DOWNTIME

DMisceIaneous

Intake and output

®* Medication dispensing: Increase in e

R
Communication record

overrides , - pndem i

Worksheet at least once per shift

Additional patient specific downtime paperwork if applicadle
ity to print : :
Neurovascular checks
Critical care flowsheet ED/ KU

a d s y ; Icu flowsheet
®* Mock drills . I bedprocadee wning
Pre-op Chechlst

Discharged during downtin

® Are the policies and procedures easy to I T il

inpatient bed Discharge documentation
is available Discharge instructions General
1_ 2 D 1_. . 1_ f I U D/C Medication instructions
Contact pharmacy for paper script
understand? Downtime is stressful. Use T e mlckicy s g
e Discharge to anothe
documentation to

algorithms. ‘ ]

ith patient
i Other applicable formy

fer form for €0 pat
ertificate of Tran’
fer and Physician As'

® Consider all areas (physician offices, S e ey
administration, etc.)

®* Cyber insurance policies

® Consider forming a “downtime planning
committee” (jointcommission.org)




PATIENT CARE

TECHNOLOGY




PURCHASING NEW EQUIPMENT OR TECHNOLOGY

Ensuring competency

Compatibility with

software or other

systems already in
place

Wifi- Can the system
support the additional
technology?

Initial and ongoing
training (ex: beds)

Back-up plans for
system downtimes (ex:
patient info boards)

Perform FMEA

Do not underestimate
the risk to safety
(Patients, Colleagues)

Ease of use

Trust with technology

Unexpected vendor
downtime

Are there established
processes in place to
vet, approve, educate
and implement new
technology?




EXISTING TECHNOLOGY
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* “Healthcare Giant Magellan Struck with Ransomware, Data Breach.”
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